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Attachment J.2 - Section C - Statement of Work 

Note: Unless specifically identified, all sections of the Statement of Work apply to both the full and open and

small business set-aside co mpetitions.

C.1 Introduction and Agency Overview

The Centers for Disease Control and Prevention (CDC), located in Atlanta, Georgia, USA, is an agency of

the Department of H ealth and Human  Services (DHS S).  The Agenc y for Toxic Substanc es and Disease

Registry (ATSDR) is a sister public health agency in DHHS and further references to CDC include ATSDR

unless specified otherwise.  CDC’s mission is to promote health and quality of life by preventing and

controlling disease, injury, and disability.  CDC  is the Nation’s lead prevention age ncy for these adverse

health events.  CDC works with States, local public health agencies, and partners throughout the Nation and

the world to accom plish this mission.  CDC serves as the nation al focus for developing and  applying disease

prevention  and contro l, environme ntal health, and  health prom otion and e ducation a ctivities designed  to

improve the health of the peo ple of the United States and  globally through international efforts.

To acc omplish this, C DC ide ntifies and define s preventab le health pro blems and  monitors the  Nation’s

health through active surveillance of diseases, health events, health behaviors, epidemiologic and laboratory

investigation an d data co llection, analysis, an d distribution ; serves as the D HHS ’s lead agenc y in

developing and  implementing operational programs related to environmental health problems, and

conducts operational research aimed at developing and testing effective disease prevention, control, and

health prom otion pro grams; adm inisters a nationa l program  to develop  recomm ended o ccupation al health

standards and healthful working conditions for every working person; develops and implements a program

to sustain a strong national work force in disease prevention and control; and conducts a national program

for improving the performance of clinical laboratories.  CDC is responsible for controlling the introduction

and spread of infectious diseases, and provides consultation and assistance to other nations and international

agencies to a ssist in improvin g their disease  prevention  and contro l, environme ntal health, and  health

promo tion activities. CD C administe rs the Preve ntion Hea lth and He alth Services B lock Gra nt and spec ific

preventive  health catego rical grant pro grams while p roviding p rogram e xpertise and  assistance in

responding to federal, state, local, and private organizations on matters related  to disease prevention and

control activities.

CDC is an information-intensive organization.  Consequently, CDC’s dependence on information

technology (IT), information systems, electronic communications, and digital media continues to grow

rapidly and  is essential to the m ission and p rogram a ccomp lishment.  Solutio ns must be tim ely,

comprehensive, reliable, and cost-effective and this is only possible through IT.  There are also a number of

global trend s that provid e oppo rtunities to better a chieve CD C goals thro ugh IT, suc h as the grow ing health

care and public health investments in IT and information systems, the development of electronic medical

records, the growing ubiquity of electronic connectivity, networking and the Internet, and the convergence

of communications media.  Information resources management and information technology will play

catalytic and enabling roles in achieving agency goals.  Scientific credibility and service are the

characteristics for which CDC is best known and most widely appreciated.  Maintaining this edge in an era

of informatio n explosio n is critical to CD C.  CDC  has develo ped strateg ies to use inform ation techno logy to

effectively and e fficiently facilitate the missio n, while prote cting the integrity and  confidentially o f its

information data resource s.

In each of the  CDC p rogram go als, information  resources m anageme nt and inform ation techno logy play a

vital role.  Equ ally importan t, the rapidly cha nging techno logy environ ment prov ides new op portunities to

rethink the ways of meeting the agencies challenges, infuse new technologies, and leverage creative and

innovative approaches.  This contract is an essential component to the CDC IRM and IT program.
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The CDC includes Centers, Institutes and Offices (CIO), and is organized into the Office of the Director

consisting of staff, program, and services offices as follows:

• Office of the Director 

C National Vaccine Program Office 

C Office of Communication

C Office of Eq ual Emp loyment O pportunity

Office of G lobal He alth

C Office of H ealth and Sa fety 

C Office of Program Planning and Evaluation

C Financial Management Office

C Office of Program S ervices 

C Information Resources Management Office

C Management Analysis and Services Office

C Procurement and Grants Office

• Office of Management and Operations

C Facilities Planning and Management Office

C Human Resources Management Office

C Office of Public Affairs

C Office of Women's Health 

C Technology Transfer Office 

C Washington, D.C. Office 

• Epidemiology Program Office

• National Center for Chronic Disease Prevention and Health Promotion (NCCDPHP)

• National Center for Environmental Health (NCEH)

• National Center for Health Statistics (NCHS)

• National Center for HIV, STD, and TB Prevention (NCHSTP)

• National Center for Infectious Diseases (NCID)

• National Center for Injury Prevention and Control (NCIPC)

• National Immunization Program (NIP)

• National Institute for Occupational Safety and Health (NIOSH)

• Public Health Practice Program Office (PHPPO)

CDC employs >8,500 people in 192 occupations (includes permanent and temporary and Commissioned

Corps staff). There are approximately 5,600 highly skilled professionals in the Atlanta area at various

campuses.  Staff are also located  in other U.S. locations,  including Cincinna ti, Ohio, Morganto wn, West

Virginia; Hyattsville, Maryland; Ft. Collins, Colorado; Research Triangle Park, North Carolina; Pittsburgh,

PA; Spokane, WA; New York, NY;  Anchorage, Alaska; Washington, D.C.; and  San Juan, Puerto Rico.

CDC also has employees in other countries, quarantine offices, and in state and local health agencies

throughout the U.S.

CDC’s major organizational components are appropriated funds by Congress to carry out their various

public hea lth missions and  typically have d irect authorities to  carry out their re sponsibilities.  W hile overall

leadership and coordination in information resources is provided by the Information Resources

Manag ement Office  (IRMO ) in the Office o f Program  Services, ea ch of the maj or organiz ations within

CDC m anages mu ch of its IT loc ally under ov erall agency p olicies, standa rds, and op erating pro cedures.    

This contract covers all components of CDC including any new organizational entities that may be added

during the contract period.  This contract also covers work for CDC’s intergovernmental grantees, e.g.

State, local, and international health agencies and other Contractors working for CDC.
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Additiona l backgrou nd informa tion about C DC and  its program s can be fou nd at http://www.cdc.gov.

Information  on CDC ’s use of IT ca n be found  at http://www.cdc.gov/irmo.

The Agency for Toxic Substances and Disease Registry (ATSDR), located in Atlanta, is an agency of the 

U.  S.  Department of Health and Human Services (DHHS).  It is a sister agency of CDC and shares much

of the same a dministrative se rvices.  Its mission  is to prevent e xposure a nd adver se human h ealth effects

and diminished quality of life associated with exposure to hazardous substances from waste sites, unplanned

releases, and other sources of pollution present in the environment.  ATSDR is directed by congressional

mandate to perform specific functions concerning the effect on public health of hazardous substances in the

environment. These functions include public health assessments of waste sites, health consultations

concerning specific hazardous substances, health surveillance and registries, response to emergency releases

of hazardous substances, applied research in support of public health assessments, information development

and dissem ination, and e ducation a nd training co ncerning ha zardous su bstances.   In o rder for AT SDR to

carry out its statutory responsibilities, ATSDR has been organized into administrative and program support

offices, and p rogram-sp ecific divisions: 

• Administrative Offices

C The Office of the Administrator 

C The Office of the Assistant Administrator 

C The Washington, D.C. Office 

• Office of Federal Pro grams 

• Office of Pr ogram O perations a nd Ma nagemen t 

• Office of Policy and Ex ternal Affairs 

• Office of Regional Op erations 

• Office of Urban Affairs

• Division of Health Assessment and Consultation

• Division of Health Education and Promotion 

• Division of Health Studies

• Division o f Toxico logy 

ATSDR  employs approximately 400 people in 10 occupations (includes permanent and temporary and

Comm issioned C orps staff).  Th ere are ap proxima tely 367 highly skilled professionals in the Atlanta area,

with approximately 33 em ployees at other locations in region o ffices.

Small Business Set-Aside:  The National Institute for Occupational Safety and Health (NIOSH) was

established by the Occup ational Safety and Health Ac t of 1970.  NIO SH is part of the Centers for D isease

Control and Prevention (CDC) and is the federal institute responsible for conducting research and making

recommendations for the prevention of work-related illnesses and injuries. NIOSH responsibilities include:

• investigating potentially hazardous working co nditions as requested by em ployers or employee s;

• evaluating ha zards in the w orkplace , ranging from  chemicals to  machinery;

• creating and  disseminating  methods fo r preventing  disease, injury, a nd disability;

• conducting research and providing scientifically valid recommendations for protecting workers; and

• providing education and training to individuals preparing for or actively working in the field of

occupational safety and health.

Small Business Set-Aside:  NIOSH has app roximately 1500 employees, with 500 in Cincinnati, Ohio, and

500 in Morgantown, W est Virginia. The other 500 NIOSH emp loyees work in Atlanta, Georgia, Pittsburgh,

Pennsylvan ia, Spoka ne, Wa shington, and  Washin gton D.C .  The plac es of perform ance for the sm all

business set-aside contract to be awarded under this solicitation are Cincinnati, Ohio and Morgantown,

West Virginia.
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Small Business Set-Aside:  In Cincinnati, NIOSH has employees in two buildings approximately 5 miles

apart; and in Morgantown, all employees are housed in the new Appalachian Laboratory for Occupational

Safety and Health.  All buildings contain local area networks (LANs).  A fiber line connects the computer

information systems in the buildings, and all LANs are connected to the rest of the CDC by the CDC Wide

Area Network (WA N).

C.2 Project Iden tification and Pu rpose

This full and open competition shall be referred to as the CDC Information Technology Support (CITS)

contract.  The small business set-aside competition shall be referred to as the NIOSH Information

Technology Support (NITS ).

The purpose of this contract is to provide the Centers for Disease Control and Prevention (CDC), with a

contractual vehicle for the ongoing acquisition of a broad array of data, information, information

technolog y, and informa tion system sup port service s on an "as-n eeded"  basis. 

The ob jective of this co ntract is to pro vide an integr ated and c ompreh ensive contr act for respo nsive, timely,

quality, effective, inno vative, efficient, and  cost-effective sup port service s incorpo rating all appr opriate

technical and security requirements, governmental regulations and standards, using industry best practices

and professional standard s.

C.3 Scope of Work

The scope of this contract calls for the Contractor to provide a variety of IT support services, including but

not limited to: IT research, planning, consulting, advising, economic analysis, evaluation, and testing;

business process re-engineering and process modeling; information systems life cycle management

including planning, design, development, project management, implementation, transition, integration,

operations, maintenance, and retirement; information technology architecture planning; system engineering;

computer facility operations; technical writing and editing of system and user documentation; IV&V, QA,

QC and other related services; Internet, Web, and other platform content development and management; IT

orientation, training and, education; help desk and user support operations; statistical analysis and other

analytic support (in the IT arena); data warehousing, data mining, standards development, visualization,

GIS, data entry, and other related data services; information security, disaster recovery, continuity of

operations planning, critical infrastructure protection, vulnerability and risk assessments, penetration

testing; and oth er related sup port service s to be used  on an "as-n eeded"  basis.   

C.4 CDC Strategic Information Systems Direction

CDC’s I RM S trategic Plan  can be fou nd at:  http://www.cdc .gov/irmo/.  In general, CDC’s information

systems direction is to increase the use of commercial products and tools including enterprise resource

planning (ERP ) solutions for mainline business functions, migrate to web -based technologies for m ost

system areas, and increase the integration of systems thro ugh standards and o pen system approa ches.

CDC has strategic partnerships with healthcare and public health agencies including, but not limited to state,

county, and municipal pub lic health agencies, national and international pub lic health organizations,

university and institutional public health policy and research organizations.  CDC contributes information

technology expertise and systems within these partnerships.  A specific need exists for systems integration,

data standardization, distributed data management, and communications.  Requirements analysis, design,

implementation, distribution, and performance evaluation of these systems requires interaction with the

healthcare a nd public h ealth environ ments in the pu blic (Fede ral, Internationa l, state and loca l) and private

sectors. 
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C.5 CDC Computing Environment

The computing environment at CDC generally consists of a recent generation PC for every employee

connected to a LAN.  The LAN s are bridged together into a wide area network with gateways to the

computer center mainframe and centralized servers.  The CDC Data Center is located at 1600 Clifton Road,

N.E., Atlanta, GA 30333, and provides comprehensive, high-performance, cost-effective mainframe

computing services to CDC and other users of public health-related information. The data center focuses

primarily on statistical, database, administrative, and financial applications.  Additionally, the data center

provide s large amo unts of on-line sto rage and c entral printing fo r mainframe  compute r users.  The  data

center, operating in an open -shop environment whe re users own and co ntrol their own applications,

currently provides support and technical services to more than 10,000 users. The Center operates in a

development, quality assurance, and production environment using a hardware/software configuration

similar to the on e describe d below. 

A.  Mainframe Configuration:

Comp uter systems har dware that m ay be used  in performa nce include s, but is not limited to :  

IBM 967 2-R64 Processor, 1 GB  Real Storage, 1 GB Expanded  Storage; IBM 1600/62 50 bpi Tape Drive

(2);  IBM  3480 C artridge T ape Driv e (8);  ST K 349 0 Cartridg e Tape  Drive (20 );  HDS 3 380K  Triple

Density Disk Drive (48);   HDS 3390-3 Disk D rive (176);  HDS 3390-9 D isk Drive (84); IBM 3745 Front

End Communications Processor (1); IBM 3174 Control Unit (12) Local (36) Remote; IBM 3827 Laser

Printer (1); IBM 3160 Laser Printer (2);  IBM 6 262 Impact Printer (1) Local (2) Remote; IBM 3 812/16 and

4320/24/32 Laser Printer (50) Remote; IBM 3130 Laser Printer (2) Remote.

Program ming langua ges, data ba se manage ment systems a nd other stan dard softwa re that may be  used in

performa nce include , but are not lim ited to the follow ing (including a ny locally deve loped ap plications). 

Listed below are the currently operating software:

IBM OS /390, TSO with ISPF interactive text editor, Integrated Data Dictionary (IDD), On-Line Query

(OLQ)

Data Management:   ADABAS – Software AG's Database System; BASIS -- Text Information (IDMS)

Management System; PRED ICT -- Software AG Data Dictionary

On-Line Systems: CICS -- IBM's Communications Handler; ROSCO E -- On-Line Program Development

System; TSO – IBM's Time Sharing System 

System Management: CA1 -- Tape M anagement System; TOP SEC RET -- System Security; SMS -- Storage

Manag ement 

Programming Languages: FORTRAN G,H – FORTRAN Compilers; VS/FORTRAN -- FORTRAN

Compiler; SAS 'C' -- 'C' Compiler; NATURAL -- Software AG's 4GL Programming Language;

CONSTRUCT -- Software AG Code Generator; PL1 -- PL1 Optimizing Compiler; VS/APL -- APL

Interpreter on TSO; VS/COBOL -- COBOL Compiler; COBOL II -- COBOL II Compiler; VS/FORTRAN

-- FORTRAN Compiler

Utility Progra ms:  IBM  UTIL ITIES :  OS/VS  SORT  -- IBM's So rt/Merge ; ENT IRE X  - Software A G’s

messaging Broker; ENTIRE SYSTEM SERVER - Software AG’s Utility software; ENTIRE NET-WORK -

Software A G’s Cross  platform co nnectivity software . 
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Statistical Software:  BMDP – BMD P's Biomedical Statistical Software; LogXact - Logistic Regression

Software featuring Exact Methods; S-Plus; The SAS System; StatXact - Statistical Software for Exact Non-

parametric Inference; SUDAAN - Software for the Statistical Analysis of Correlated Data; and SPSS -

Statistical Package for Social Scien ces.

B.  Desktop C omputers (P Cs)

CDC has over 11,000  recent generation installed desktop PCs in its various locations nationwide and

worldwide.  These are almost exclusively Intel Pentium class machines, with a few Apple MacIntosh and

Unix workstations for specialized applications.  There are several thousand laptop PCs for travel and other

remote access.  CDC is currently running Windows 95 and NT desktop o perating systems and is migrating

to Wind ows 200 0.  

PC software includes a wide range of appl ications and off ice  automation tools  such as word processing (MS

Word and Corel WordPerfect) , spreadsheet,  database,  stat is tical,  graphics,  communications,  messaging (MS

Outlook & E xchange), utilities, and others.

C.  Local Are a Netw orks (LAN s)

CDC h as over 35 0 file servers o n 200 LA Ns and a ll LAN wo rkstations on th e WA N have ga teway access  to

CDC's m ainframe co mputer an d centralized  servers.  

PCs are connected to IBM  token ring and ethernet local area networks (LANs) running Novell NetWare

version 4.1 1 opera ting system curre ntly upgradin g to 5.x.  TC P/IP is the p rimary LAN /workstation d ata

communications p rotocol; however IP X/SPX  is currently still in use.  CDC’s network topology is a

combination of token ring over type 1 cable, FDDI over category 5 cable, and Ethernet and Fast Ethernet

over type 1  or categor y 5 cable.  

D.  Wide Area Network (WAN)

CDC LANs are connected together into a wide area network (WAN) using multi protocol and high speed

routers over fiber optic cable or leased data lines.  The CDC WAN is currently being upgraded to a SONET

ring running at OC48 to major campuses and lower rates to smaller campuses.  CDC’s Wide Area Network

(WAN) co nsists of 20+ leased  lines, hundreds of fiber optic cable interconnects between LANs on the

same campus, and numerous access servers for remote connectivity.  A broadband Metropolitan Area

Network (MAN ) interconnects all large Atlanta campuses.  Currently FDDI is the method used for the

WAN . 

E. Remote A ccess

Staff or other authorized remote users obtain access to agency IT resources through a variety of means

including dial-up or web-based access using one-time passcode tokens for authentication.  Staff accessing

resources from their residence or small CDC office locations may have ISDN, DSL, or cable modem

connections.

 

F. Client Server Applications

CDC utilizes Microsoft NT and limited Unix server-based technology for client server applications

including M S Excha nge messag ing servers, SQ L servers, and  scientific applica tions.  There  are currently

60+ Exchange servers throughout the CDC network.  There are 200+ NT servers used for other

applications.  Access to these servers is through TCP/IP.
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G. Internet/Intranet

Internet/Intranet applications and data are prevalent in the CDC environment and associated technology

such as web development tools, multimedia servers, and security services.  All are processing in the NT and

limited UNIX environments.  Web technology is the focus of future CDC application efforts, whether

develop ed in-house  or COT S.  

CDC’s Internet website has >100,000 pages and obtains >3 million visitors per month.  The Intranet site has

~60,00 0 pages a nd >10 0,000 v isits per month .  CDC ha s a T3 (4 5 Mb ps) conne ction to the Inte rnet.

H. Develo pment T ools

CDC development tools currently in use are:  Microsoft and Sybase SQL, PowerBuilder, C, C++, Visual

Basic, M S Access, M S Front P age, MS  Visual Interd ev,  Parad ox, DB ASE, SA S, and Arc/Info+Arc/View

Epi-Info, Silv erStream, S ystem Engin eer, ERW IN, HT ML, B PW IN, ASP , and JAV A.  This is no t an all

inclusive list but represents the most commo nly used tools.

I. Video Conferencing

CDC’s Video conferencing (VTC) network currently consists of approximately 60 PictureTel units and 2

MCU  bridges with H .320 cap ability. The tec hnology is co mpressed  digital video o ver 384 kb private

network an d switched I SDN  for non-CD C confere nce particip ants. 

J.  Scientific Workstations and Servers

CDC uses specialized servers and high end workstations for scientific applications such as molecular

modeling and gene mapping and sequencing.  The Contractor may be required to provide program ming and

other support in these areas.  In addition, CDC uses all types of IT equipment in support of laboratory

instrumentation.  The Contractor may be required to develop interfaces and programs for this equipment as

well.  Note that there are some laboratory equipment that contain computer components as an integral part

of the labora tory equipm ent and is exc luded from  the scope o f this contract.

K.  CDC & A TSDR M icrocomputer and LAN Standards/Guidelines

CDC has established a set of microcomputer and LAN standards and guidelines.  These standards are a

continuing evolution of CDC and ATSDR's IRM technology strategy for capitalizing on the most advanced

information processing capabilities available in the marketplace while providing a secure, stable, and

maintainable environment for all information workers. The standards and guidelines apply to new

acquisitions. The standards include particular equipment and software for unique environments such as

laboratories and to meet special statistical and scientific processing needs. Integration with other

nonscientific environments continue to be a paramount concern to ensure intercommunication, data sharing,

effectiveness, and efficiency in meeting CDC's mission.  CDC’s communications technology tends to be

leading ed ge, and is there fore subjec t to change a s technolog y advance s.  Such chan ges, in themselv es, shall

not entitle the Contractor to any equitable adjustment in the contract’s fixed fee. The Contractor shall ensure

that contract p ersonnel ar e trained in ne w technolo gies as they are im plemented  at CDC .  CDC ge nerally

conducts a formal six-month review of these standards, in coordination with CIO scientific and

administrative  staff as required . These stan dards can  be found a t Section J.13.

http://www.cdc .gov/irmo/sta ndards/irm std6200 0.htm.
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C.6 Relation to Other CD C Contracts

While the scope of this contract is written to avoid overlap with other existing or planned contracts, some

overlap of functions is inevitable.   Specific areas of potential overlap may include, but is not limited to:

data center support, certain information systems design, development, and support conducted by other

Contracto rs or original so ftware manu facturers; dev elopmen t of specialized  software and  systems related  to

laboratory equipm ent and analytic instruments; developm ent of customized user guide s and support tools;

training on ce rtain informatio n systems; gene ral informatio n technolo gy and netwo rking suppo rt, facility

management, security and disaster recovery provided under other vehicles which could overlap in the areas

of programming, microcomputer, etc. support and services, problem reporting, identification, tracking and

resolution as well as development of relatively minor software interfaces, APIs, macros, etc.; development

of software and data entry and coding related to special health surveys and epidemiologic studies conducted

by various CDC program areas; and development of certain specialized statistical and analytic tools.  The

Contracto r will be prov ided nece ssary informatio n concern ing related co ntracts after co ntract award  so as to

facilitate any nece ssary interaction  for perform ance of the w ork of this con tract.

This is not a requirements contract; therefore, CDC users may elect to use other mechanisms to perform the

work described herein.  Additionally, CDC will allow its Centers, Institutes and Offices (CIOs) the

flexibility to use any contract vehicle deemed most appropriate for a particular requirement.  In the event

that the Contractor is unable to respond to a task order in a timely fashion, CDC may seek alternative means

to meet its req uirements

C.7 Information  Technolog y Investment R eview Pr ocess

Recent statuto ry requirem ents established  the need for  Federal ag encies to significa ntly improve  their

management processes for the selection and management of information  technology (IT) and systems. The

Clinger-Cohen Act (CCA) of 1996 (formerly the Information  Technology Management Reform Ac t),

requires agencies to have a robust IT capital investment process integrated with the budget process.  The

investment review process shall ensure investments are: 1) aligned with the agency mission, 2) prudent, 3)

successful, and 4) the best use of the resources.  CDC has an IT capital investment management plan and

certain task orders issued under this contract may be required to undergo this review process.  In addition,

CCA requires agency enterprise architectures.  CDC continues to develop, maintain, and facilitate the

implemen tation of such a n information  technolog y architecture. 

C.8 Task Performance - Requirements, Place and Time

Indepen dently, and no t as an agent o f the Gove rnment, the C ontractor sh all perform w ork as desc ribed in

individual task orders.  The Contractor shall perform the services as required, using state-of-the-art

approa ches, integrating  new metho dologies, tec hnology, an d enhanc ements whe never po ssible. 

The Co ntractor shall p rovide all ne cessary facilities, ma nagemen t, supervision, lab or, training, eq uipment,

materials, and supplies and all other things, including third party licensing agreements, except as

specifically indic ated by CD C, necessa ry to perform  the specified se rvices and su pport as d efined in this

Statement o f Work , for all CDC  locations (inc ludes non-A tlanta based  locations) as sp ecified in this

contract.  The Contractor shall exercise its best efforts in performing the required services and shall employ

and retain competent, qualified personnel who shall perform services in a complete, prompt, accurate,

courteous, and efficient manner.  The Contractor shall not recruit on Government premises or otherwise act

to disrupt Governm ent business.

The majority of the work under this contract will be performed on-site at CDC involving substantial

interaction with a wide range of professional and support staff at CDC.  Support shall also be provided on a

per diem, as needed basis to users of CDC or authorized state health agencies in any location in the United
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States, or in oth er countries e xcluding ha zardous d uty areas as de fined by the U .S. Depa rtment of State , in

addition to supporting the sites specified in Section  J.7, Places of Performance.  Satisfactory performance

includes technical knowledge and accomplishment of  tasks, as well as acceptance and substantial

interperson al and pro fessional interac tion with all staff.

The Contractor shall ensure that all staff meets the physical security requirements specified by the CDC

Physical Se curity Activity/Office  of Mana gement and  Operatio ns,  regarding  identification an d access to

parts of the physical facility.  The Contractor shall adhere to all requirement of the CDC Automated

Information Systems Security Program (See Section H.21).  The Contractor shall ensure that all employees

adhere to  the Gove rnment Stan dards of C onduct, the n onsmok ing policy at C DC and  all other health, sa fety,

parking and other requirements when performing work on CDC facilities or visiting CDC staff at CDC 

facilities.

The Contractor’s Program Director and/or Program M anagers, or other management personnel depending

on the situation, must be available to meet with the CDC Project Officers and other authorized Government

representa tives at CDC  facilities.  Every attem pt will be mad e to schedu le such mee tings at a mutually

convenient time; however, the Contractor may be required to meet in an emergency (as determined by a Co-

Projec t Officer or o ther Gov ernment rep resentative) with  little to no adva nce warning , e.g., within 4 hou rs. 

The Contractor shall document these meetings, as determined necessary by the Project Officers, and

provide, within 3 business days, the purpose of the meeting, the problems or discussion points, the

outcome s, plan of actio n with an app ropriate sch edule of oc currence, a nd any othe r information  pertinent to

the meeting.  In the event the meeting is in response to an emergency situation, the Contractor shall provide

docum entation of the m eeting descr ibed in this pa ragraph in the  time frame req uested by the  approp riate

Govern ment repre sentative. 

When working at CDC facilities, the Contractor's regular on-site services shall be provided for an 8-hour

period (excluding lunch time), as specified in the task order, between the core hours of 7:00 am and 6:00

pm, Mon day through Friday, excluding F ederal holidays.  There m ay be instances depend ing on the task

order requirements that broader time coverage will be required.  In addition, due to the nature of the

computing environment at CDC and needs arising from emergency outages, problems, or special

requireme nts, the Contra ctor may be  required to  work outsid e the norma l hours and d ays listed abo ve.  This

could be on a prescheduled basis or an emergency call-in basis.  Further, there are or could be instances

where the Contractor is required to perform regular or emergency services on a 24 hour, 7 day a week 

basis, e.g. CDC D ata Center operations, secu rity services, or health emergencies.

If services pro vided und er this contrac t are interrupte d to CD C/ATS DR's users, the  Contracto r shall

immediately report the nature of the problem or reason of interruption to the provided services to the

appropriate Government representative.  In addition, the Contractor shall identify the projected resolution

time to CDC’s Project Officers.  Subsequently the Contractor shall identify steps to be taken to preclude a

reoccurrence.

Small Business Set-Aside:  The Contractor shall provide all necessary facilities, management, supervision,

labor, training, equipment, materials, and supplies and all other things, including third party licensing

agreements, except as specifically indicated by CDC, necessary to perform the specified services and

support as defined in this Statement of Work, for the NIOSH locations as specified in this contract.  The

Contracto r shall exercise its b est efforts in perfo rming the req uired service s and shall em ploy and re tain

competent, qualified personnel who shall perform services in a complete, prompt, accurate, courteous, and

efficient manner.  The contractor shall not recruit on Government premises or otherwise act to disrupt

Governme nt business.
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Small Business Set-Aside: All of the curre nt work in Cin cinnati is perfor med on-site  at NIOS H facilities. 

It is anticipated that will continue.  Approximately 50% of the work to be performed in Morgantown under

this contract will be performed on-site at NIOSH involving substantial interaction with a wide range of

profession al and supp ort staff at NIO SH.  Satisfactory performance includes technical knowledge and

accomplishment of  tasks, as well as acceptance and substantial interpersonal and professional interaction

with all staff.

    

Security Notice: The Contractor shall immediately or as soon as practical, report  any security event to the

appropriate CDC Technical Monitor, Co-Project Officer, or CDC Information Systems Security Officer

(ISSO) or other CDC official.  Security events as used herein include unauthorized access, disclosure,

removal, destruction, alteration of any CDC asset including data, information, hardware, software, or

system.  Security events include actions that compromise the security, integrity, or vulnerability of CDC

assets or plac e them at highe r risk through e lectronic, ph ysical, or perso nnel actions. 

A. Transition and Startup

A smooth and orderly transition of computer support between the Contractor-supported environment and

the successful offeror’s environment is necessary to ensure minimum disruption to vital Government

business.  The Government anticipates a transition period of 90 calendar d ays from award  of the contrac t.  

If applicable, the Contractor shall be responsible for obtaining any inventory used in support of this follow-

on contrac t.

During the transition period of the contract, the existing Contractor(s) shall continue the technical work of

the existing contract(s).  The Contracting Officer will negotiate work stoppage time frames with existing

Contractor(s) as soon as possible after notification by the new Contractor(s) that their transition completion

date(s) has been established.  The Contractor should anticipate receiving task orders for new work for the

basic perio d of perfor mance within  the first 30 calend ar days after award of the contract.  The Contractor

shall be prepared to begin new work within 30 calend ar days of contract a ward and  be prep ared to

commence work on all task orders within 30 calend ar days of issuance unless specified otherwise in the task

order.  Some work that requires delivery of specified products under the preexisting CDC programming

services co ntract will continu e under that c ontract until co mpleted o r CDC  decides to  transition the wo rk to

this contract.

As soon as possible after contract award CDC will provide the Contractor with a list of designated CDC

points of contact.  Within fifteen calendar days of a task order award, the Contractor shall inform the

approp riate Tech nical Mo nitor (TM ) of incumb ent person nel, who will no t be placed  on the task or der. 

The Co ntractor shall ha ve manag ement and  administrative  support in p lace to rece ive task reque sts within

two weeks after contract award.  Addresses, telephone numbers, and functional responsibilities shall be

provide d to the Pro ject Officer (P O) at this time. 

The Government may elect to transition existing Contractor personnel who do not meet the levels of

competency, experience, and expertise against the labor categories as listed in Section J.25 in consideration

of keeping in stitutional know ledge on ta sk orders tha t will be broug ht forward to  the new con tract.  This

will be discussed on a case by case basis.  The Contractor shall be required to review all personnel levels of

competency, experience, and expertise against the labor categories requirements as listed in Section J.25.
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B.  Infor mation S ystems D evelopm ent Life C ycle

Typical information systems related support services which may be required under this contract include:

(1) Management of collected data, studying and analyzing, documenting, and developing support software

systems.  Con ducting feasib ility analyses; cost/be nefit, return on inv estment or o ther econo mic

analyses; requirements and functions research; identification, consolidation, and analysis; development

and analysis of alternatives, including alternative studies; technology, methodology, and application

research and definition; source definition; form, fit, and function analysis and definitions; standards

identification; documentation requirements research and definitions; resource research, definition,

analysis, estimation, documentation; generation and discussion of alternatives, both hardware and

software; system  and sub-system  definitions; supp ort requirem ents definition an d justification; sec urity

research and analyses; technical definitions; project management; and performance testing.

(2) Mod eling; prototyp ing (hardwa re and softwa re); benchm arking; reliability, ma intainability, availab ility,

and other relevant analyses; which may involve testing, data manipulation, and documentation

development; fundamental algorithm development; integration and interface requirements definitions

and analyses; and system com ponent definition and analysis.

(3) Application Systems Development, including requirements analysis; systems analysis; system design

and programming; documentation; training associated with this requirement; system implementation;

transition, integra tion, and system  acceptan ce; system op eration, main tenance an d retiremen t.  A variety

of programming languages are used by CDC and any of these may be required.  May include the

development of sophisticated software for model simulation, engineering research, and statistical

analysis.

(4) Application Systems Maintenance, including maintenance of existing applications and conversion of

existing applications to an equipment or operating environment different than that for which they were

originally designed.  As specified in task orders, deliverables may include revised operational software,

logs of changes and corrective actions taken to ensure continued operation of production systems, and

updated  system doc umentation ..

(5) Interpreting requirements and developing system and detailed design documentation, such as design

specifications , performa nce and/o r functional spe cification, integra tion plans and  specifications, d ata

base specifications, data modeling, development and implementation plans, defining, integrating and

implementing requireme nts and designs for one or m ore programs o r systems.

(6) Develo pment of w eb server c onfigurations , to include the in tegration of ha rdware, so ftware, web site

design, web  content ma nagemen t and cybrar ian suppo rt. 

(7) Hardware/software/network design, prototyping, programming and testing, integration, system testing,

implemen tation, and m aintenance te sting and eva luation of hard ware, softwar e, and com munication s to

determine if the system is suitable for accomplishing a particular job or mission.

(8) Configuring, installing, evaluating, customizing, and maintaining software, including, but not limited

to, applicatio n, file/data base  managem ent, input/outp ut, storage, secu rity, and data

communications/distributed data base applications, detailed systems design, programming and testing

for operating systems and executive level software, regardless of the type of application being

supporte d by the hos t.
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(9) Developing and maintaining documentation, including text and graphics, such as system

specifications, design and function spec ifications, program specifications, data spec ifications,

operational proce dures/instructions, user manuals, maintenance  manuals, training plans and aids,

security procedures, and p roduction control pro cedures.

(10) Application software development, using one or more productivity tools such as applications/code

generators, expert systems, spreadsheets, data base management systems, configuration management

systems, project managem ent systems, and graphics proc essors.

(11) Application software development using the fully integrated application development systems of I-

CASE o r CASE too ls.

(12) Development of algorithms or other processing tools and techniques for such activities as

manipulating data, converting data, performing analyses, testing and implementation.

(13) Data planning, monitoring and extrapolation, reduction, consolidation, manipulation (including

reformatting, translation, duplication), creation and population of data bases, analyses (including

quality analyses a nd ensuring  data integrity), and  interpolation , analytical and a ncillary suppo rt to data

base applications, mass storag e applications, and other inform ation applications.

(14) Independent V erification and Validation (IV &V) of requirem ents, specifications, designs, products,

integrated units and systems, docum entation, and implementations.

(15) Plan and perform software and data conversion of existing software applications from one language or

system to another, and/or from one hardware platform to another.

(16) Perform special software engineering projects including the installation and operation of specialized

application and database development tools.  Diagnose and solve hardware/software problems for

these specialized environm ents.

(17) Hardware assessment which may include software to aid in the overall assessment,  benchmark

developmen t, testing and analysis, and the recommend ation of alternatives.

(18) Provide for datab ase generation to include bu t not be limited to data input or con version, database

managem ent systems and  coordina tion with datab ase manag ement per sonnel.

(19) Development and implementation of plans for the establishment, revision, or improvement of large

data bases, including complex edit programs.  A variety of data base and file structures may be

encountered.  Performance of scientific data management functions by aggregating, manipulating,

abstracting, coding, analyzing, or interpreting scientific data contained within information systems and

databases related to public health.

(20) Statistical programming/analysis support including the analysis of data by SAS and other statistical

software programs.

(21) Technical writing and editing to develop documentation and user guides for systems and applications

developed by CDC, or produced under this contract.  Additional types of manuals, reports, and other

technical writing related to the scope of this contract may be required.
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(22) Provide documentation of all work performed including systems documentation, program

documentation, source listings, source code, entity relationship diagrams (ERD), data flow diagrams

(DFD), data and process models, and other forms of descriptive materials as specified using CASE

tools or other software packages as required.

(23) Management of collected data, data preparation, coding, data transcription, data entry and word

processing in direct suppo rt of programming services a nd database ma nagement activities.

(24) Plan and  perform IT  security functions  including bu t not limited to: risk a nalyses, vulnera bility

assessments, contingency planning, system accreditation, security audits, security training, analysis of

physical and software security operations, both active and passive, developing anti-intrusion systems

for software, virus/worm/etc. detection and  neutralization, and preventive mea sures.

(25) Provide computer security plans, reviews, audits, risk and vulnerability analyses, penetration tests, and

technical consultations.  Carry out various security functions including monitoring, testing, operating

security software; etc.

(26) Provide  orientation an d training.  Pro fessional level tra ining courses  in systems, netwo rks, or spec ific

functional areas identified in task orders.  Tasks may include courseware development and instructing

agency personnel.  T his may require formal classes, substantial prepa ration of training materials,

highly specialized subject matter instructors with specialized subject matter and teaching experience,

and coordination of all required activities.  Training methods may include formal classroom training,

interactive video, computer-assisted training, Internet based training, individual tutoring, and other

effective methods as specified in individual task orders. Develop training curricula and supporting

materials (including audiovisual materials and computer based training materials) related to the use of

software, applications, and systems.  This includes both development of new courses as required and

revision of existing courses as appropriate to incorporate new hardware/software technology or

procedures.  Provide training classes for these or CDC-developed curricula.  Training locations may

be anywhere and training audiences may include non-CDC personnel such as employees of other

Contractors, Foreign Nationals, or state and local health officials according to the needs of the

Government.  Class registration will be CDC’s responsibility.  CDC will schedule training and

coordinate with the Contractor.  The Contractor shall provide a quarterly training schedule.  Note:

CDC’s Human Resources Management Office (HRMO) is responsible for overall training activities

for CDC’s emp loyees.

(27) Provide IT facilities operation, including but not limited to such tasks as: the mounting and

dismountin g of tapes, system  back-up, syste m recove ry, batch job  submission, p roduction  control,

system monitoring, system IPL, distribution of output, loading of software, integration, tuning and

monitoring of systems software, generation of systems statistics, monitoring and problem resolution of

host to client connectivity and data communications, loading of paper and ribbons, and other tasks

normally associated with the operation of a computer center.  Operational services in the computer

center are likely to be required 24 hours a day, 7 days a week or any portion thereof.  Planning,

developing, scheduling, and coordinating the utilization, relocation, installation, changing, expansion,

rearrangement and connection/disconnection of computer systems, and networks, including ancillary

data stations, cabling, and environm ental considerations.

(28) Prepare  and make  presentation s (including au diovisual aid s and softwar e demon strations) which  will

provide  overviews a nd summ aries of pro ject/task status, system  design, user inte rface, etc. 

Presentatio n locations m ay be anywh ere and p articipants ma y include non -CDC p ersonnel.

(29) Prepare special IT system and computer-related studies/analyses which provide a detailed and

comprehensive report on a set of specified objectives, requirements and system concepts; an



Page 14 of  25

evaluation o f alternative app roaches fo r reasonab ly achieving the o bjectives; the id entification of a

proposed approach; cost-benefit, return on investment and sensitivity analyses; development of

business cases; project plans; cost analyses; and earned value analyses.  The specific nature of such

analyses and  studies will vary in ac cordanc e with the divers e activities of the G overnme nt.

(30) Perform  IT data a nd informa tion comp uter searche s on various  topics related  to this contract.  T his

may include scheduled  repetitive searches.

(31) Technical IT information support, including analysis and capture into databases of intellectual content

of scientific, medical, technological, or other specialized information.  Index and prepare abstract or

extracts for use  in information  systems. 

(32) Collect and organize data and text for visual and graphic presentation and for desktop publishing

applications.  Tasks will include:  (1) transferring files from statistical, word processing, database and

administrative applications to graphics software applications; (2) entry of data and text into graphics

software ap plications; and  (3) prepa ration of text, cha rts and visual aid  materials used  in docum ents

and prese ntation..

(33) Provide joint app lication design (JAD) facilitation.  Cond ucts group sessions with system develo pers,

users, and fun ctional expe rts of the busines s process to  identify system req uirements, func tionality,

interrelationships, data elements, report requ irements, system interface and opera tion, security needs,

and other system features and operations.  May do system or prototype demonstrations, conceptual

diagraming, screen layout visualization, flow charting, etc.

(34) Develo p multimed ia information  system app lications by using  authoring an d other softw are tools to

develop interactive and presentation programs that combine text, data, graphics, sound, images, and

video.

(35) Provide production support to include, but not be limited to the following: develop and produce high

quality, effective visu al commu nication too ls that shall be used  for visual prese ntations (i.e. in

conjunction with speeches, meetings, training courses, exhibits for public display, and/or special

exhibits), and publications of documents, (i.e. research papers and agency users manuals).

(36) Provide support incidental to development of information systems and preparation, packaging and

distribution of large-scale docume ntation products.

(37) Perform various quality assurance and quality control functions such as reviewing software code,

performing tests and benchmarks for application functionality and performance, etc.

(38) Provide web page development , enhancement, and maintenance.

(39) Impleme nt produc tion suppo rt proced ures for input d ata, internal pro cessing and  output disp osition. 

Investigate and correct problems causing incorrect input or output  Analyze system input data and

error transa ctions.  Dev elop com puter pro cessing sched ules and rev iew opera tional status of sch edule

for accuracy, timely delivery of products, and efficient utilization of resources.  Establish, operate,

maintain, document, and deliver records and files generated or used.  Maintain a central library of

source pr ogram state ments, obj ect progra ms and rela ted contro l systems.  
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C. Specialized Workstation Support

Provide specialized workstation support using various types of source documents with differing degrees

of complexity, to include, but not be limited to the following:  Input services on a variety of systems

which may include, but is not limited to CAD and GIS; administrative functions, such as planning and

managing the delivery of services, and coordination with the Government on the receipt and the

delivery of end products; designing, setting-up and implementing special input formats; transmit and

receive da ta; docum ent proce dures for inp utting data; co ntrol the receip t and transmiss ion of data; d ata

coding; data preparation and distribution; and operate computer graphics equipment and data plotting

equipment, as required by each task order.

D. Data Entry Services

Data entry services including: off site data entry onto mainframe computer tapes with delivery to CDC;

off site data entry o nto microc omputer  diskettes or C D’s with delive ry to CDC ; off site data entry o nto

any media with delivery performed via data communications over a telephone line or network into a

CDC computer; and on site data entry into a CDC-provided microcomputer hardware and software.

E. User Inform ation/Help D esk

(1) Develop, implement, staff, and maintain a users information center/help desk and provide the

following support services:  Maintain a user information center/help desk to address issues such as

software, communications, application s and pro gramming  questions; asse ss current and  new off-

the-shelf software packages; provide user training program(s) for new software and/or hardware

integrated into the user’s current and/or proposed configuration.

(2) Provide user support for applications and systems as specified by individual task order.  Tasks may

include: (a) triage problem and request calls; (b) record the details of the problem or request for

service (includ ing user nam e, organiza tion, telepho ne numbe r, date and tim e of repor t, and date

and time of resolution) into an on-line pro blem tracking system as specified in the app licable task

order; (c) refer problems or requests that cannot be resolved or that are not related to the scope of

this contract to a pprop riate CDC  staff as determin ed by the T echnical M onitor and /or appro priate

Co-Project Officer; (d) use software systems and databases, manuals, vendors and other resources

to answer questions or reso lve problems; (e) collect statistics on calls, problem s and resolutions;

(f) respond to user inquiries regarding the problem's status; (g) provide updates to the user

regarding the problem's status when the projected completion time for problem resolution given

the user changes by more than 50% of the projected time last given to the user; (h) monitor and

document the status of the request until its resolution; (i) develop and maintain a problem

resolution kn owledge  database ; and (j) con duct follow-up  surveys with caller s related to q uality

and timeliness for user support activities.

F. Networks and System Management Suppo rt 

Managing computer systems and networks to include complex application, database, messaging, web

and other servers and associated hardware, software, communications, operating systems necessary for

the quality, security, performance, availability, recoverability, and reliability of the system.  Ensure

scheduled preventive maintenance for equipment is properly and promptly performed; maintain the

maintenance records on the equipment; and develop operations, administrative, and quality assurance

back-up plans and procedural documentation.



Page 16 of  25

G. Training Facility - This Sect ion app lies to the fu ll and ope n comp etition on ly

The Contractor shall provide a training facility, within a 10-mile radius of CDC headquarters facility, which

will accommodate 30 people, (a minimum of 16 computers - 2 people per com puter and 1 for the instructor)

and one L AN attac hed high sp eed printer .  The req uired work station software  (most curre nt version) is

listed in CDC/ATSDR M icrocomputer and LAN Standards/Guidelines.   All computers and  workstations

must meet the  configuration  stated in the CD C and A TSD R Micr ocomp uter and LA N Stand ards/Guid elines. 

The comp uters must be linked with a LAN  that meets CDC L AN standard s.

The room must have a high quality projection system connected to the instructor’s PC to display the PC

screen to the class, white boards, easels, VCR and display, and overhead projector.

The roo m shall be eq uipped w ith videoco nferencing eq uipment co mpatible w ith CDC ’s equipme nt to

envision training  classes to the no n-Atlanta sites.  

Hardw are and so ftware shall be e nhanced , refreshed, up graded o r replaced  by the Con tractor as req uired to

meet CDC/ATSDR M icrocomputer and LAN Standards/Guidelines.  It is anticipated that the standards may

change on an semi-annual or yearly basis.   Workstations/server hardware and software shall be evaluated

on an annual basis for technology refreshment so that training can be provided for CDC’s current and future

technology environme nt. The training room shall com ply with the specifications stated in these standards.

The roo m must be e asily accessible  to all Atlanta loc ations and the  Contracto r’s facility. 

C.9 Organizational/Administrative Considerations

A. Contractor’s Meetings

Contractor required staff or special meetings shall be scheduled at least ten business days in advance and a

written notification provided seven b usiness days in advance, to the Project Officers and Technical

Monitors of the date, time, and if appropriate, purpose of the meeting.  The Contractor shall ensure that an

acceptable level of staff (as stated by each technical monitor) remains on-site when these meetings are being

conducted.  If it is determined by the T echnical Monitor o r Project Officers that there is a potential for lapse

in required minimum service  due to insufficient level of support the Contrac tor shall assure that no lapse

occurs.  It is at the Contractor’s discretion to schedule another or make-up meeting either at a different time

or on a different date for staff remaining on-site.

B. Quarterly Customer Satisfaction Reviews

The Contractor shall conduct quarterly (or more frequent if requested by the Project Officers) customer

satisfaction and quality of service reviews with each technical monitor.  Such reviews shall be documented

in writing and the results presented to the Project Officers within 7 business days of completion.  As needed

during the course of the contract, the structure and format, e.g., questionnaire, of these reviews may change

based on feedback received from the Technical Monitors and Project Officers.  Such reviews are to be

conducted and completed during the first month of each quarter.  The government will approve the

customer survey forms used to obtain feedback.  Both positive and negative performance as indicated by the

results of the custo mer satisfaction  surveys will be d ocumen ted in past pe rformance  reports as ap propriate . 

(See Sections C.14.C. and H.24.)   

C. Bi-Annual Status Briefings

The Contractor shall conduct biannual briefings on a regular schedule for the Project Officers and Technical

Monito rs to present a nd review the  results of the bian nual quality revie ws, present the  Govern ment with
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significant accomplishments, issues, concerns, and an overall status of the task orders and contract.  The

Contractor shall also present a brief synopsis of information on the administration of the contract and the

Contractor’s policies and procedures for the benefit of any newly designated technical monitors.  Such

briefings are to be video conferenced to remote sites, e.g., NCHS, Hyattsville.  The Contractor shall remind

all potential atten dees of the b iannual briefing  in writing at least five business d ays in advance of the

scheduled briefing.  In addition, the Contractor shall coordinate with the government Technical Monitors

and Project Officers to assure maximum participation.  The Contractor will document in writing and

synopsize the  information d iscussed in the m eeting, identify any fo llow-up actio n items, and p resent this

document to the Project Officers within two business  days after the briefing.

D. Government Provided Resources

Perform ance may b e required  at either the Co ntractor's facility(s) (offsite)  or CDC 's facilities (onsite). 

Performance in CDC facilities may be required when close and continuous collaboration of Government

and Contractor staff is needed on certain projects.  The task order will specify when the work shall be

performe d at CDC  facilities.  Estimates o f the onsite/offsite ratio s by location a re provid ed in Section J.27.

When work is performed at CDC facilities, the Government will provide necessary equipment, software,

connectivity to  computin g resource s, space, telep hone servic e, heat, light, ventilatio n, electric curre nt, etc. 

These facilities will be provided at no charge to the Contractor.  The type and size of the space will be

based on availability and will vary at each site.  The Contractor will be provided with government

equipment and software as shown under Sections J.28 and J.29 - Government Furnished Property - Software

and Hardware.

The Go vernment does no t anticipate providing Contrac tor staff with any equipment, computers, printers,

modems, monitors, laptop, etc. for use at the Contractor employees’ homes.  The Contractor shall provide

the necessary resources to meet employee needs if an employee requires use of equipment at home.  The

Contractor is required to monitor the activities of their employees to assure compliance with regulations and

policies go verning the use  of Gove rnment Pr operty.   Any G overnme nt Prope rty in the custody o f a

Contractor employee must be accountable to the contract and authorized in advance by the Contacting

Officer.

If Contractor's employees are required as part of their work for CDC to travel to other locations, assist at

conferences, give off-site software or hardware demonstrations, or perform certain duties away from CDC,

it is the Contractor's responsibility to provide suitable computer equipment to the employees for that

purpose.

For all Contractor site(s), the Contractor is required to provide all normal office equipment and office

supplies, such as facsimile, photocopier, and telephone system with sufficient incoming lines to allow

effective help d esk opera tions, comm unication and  user suppo rt to suppo rt this contract.

E. Contractor’s LAN

Since LAN-based applications, client-server, and cooperative processing applications between the PC and

LAN ar e required , the Contrac tor is required  to have LA N(s) at the C ontractor’s fac ilities which are fully

compa tible with and a dheres to C DC’s LA N Stand ards (includ ing versions) in  support o f this contract,

unless an exc eption is gran ted by the P roject Office rs.  A copy o f CDC’s c urrent standa rds is provid ed in

Section J.13.

CDC shall provide the connectivity to the CDC WAN (leased line, routers, software, etc.)  This includes

services such  as NDS , Exchang e, DNS , WIN S, and secu rity authentication .  The Co ntractor shall d esignate
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a single point of contact and backup designees for the administration of each of its own LAN(s) with respect

to the interface of the Contractor’s LAN(s) with the CDC WAN.

In general, connection to any device, LAN or computing environment outside of the CDCNet, other than

through established and authorized CDCNet mechanisms, is prohibited.  If such a need arises, it must be

proposed by the Contractor, and reviewed and authorized by the Project Officers prior to the connection

being established.

Access to the mainframes, file servers, and CDC WAN for development and/or support efforts will be

provided to the Contractor by the Government.  When performing work at the Contractor's facility, the

Contractor must provide the workstation hardware required to access these computers (e.g.

microcomputers) as well as other development support tools such as printers, text editors, graphics

software, etc.

The Government will provide access to the mainframe via TCP/IP using BlueZone client software (Renex

Corp.).  C DC will pro vide the B lueZone c lient comm unication so ftware. 

F. Hardware and Softwa re

The Contractor is responsible for keeping all hardware and software up-to-date to meet task order

specifications and requirements.  At its discretion, the Government may furnish or authorize the acquisition

of any required microcomputer software packages or specialized equipment as long as such software or

equipme nt is to be utilized  by the Con tractor in per formance  of this contract.  S pecifically, Sections J.28

and J.29, provides an inventory of the equipment and software that CDC anticipates allocating to the

Contracto r during the p hase-in perio d of the con tract. 

G. Title

Title (ownership) of items provided by the Government or authorized to be acquired by the Contractor for

use under th is contract sha ll rest with the Go vernment. 

H. Inventory of Equipment and Software

The Contractor shall maintain an inventory of equipment and software in their possession but owned by the

Government.  Such inventory shall be made available upon request by the Government.  CDC may adhere

property b ar codes o n any or all G overnme nt-owned e quipmen t and upo n request sha ll be permitted  to

conduct a physical inventory annually.  All Government owned items in the possession of the Contractor

shall be turned  over to the G overnme nt upon the c onclusion o f the contract o r upon req uest.  

I. Contractor’s Requirement for New Tools or Test Equipment

If due to the introduction of additional equipment during the course of the contract, a requirement is created

for new tools or test equipment, the Contractor shall provide a list of such necessary tools/equipment to the

Project Officers.  The tools may either be provided by the Government or purchased by the Contractor at

the Gove rnment’s discr etion.  In either ca se, the items shall b e accoun ted for as G overnme nt proper ty in

accorda nce with FA R 52.24 5-5 located  by reference  in Section I o f the contract.
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J. Security Clearance Req uirements

All Contractor perso nnel assigned to perform w ork specified in Section C a t a Government facility must

have a N ACI secu rity clearance.  If as signed wor k on a system g ives the Con tractor’s  emp loyee acce ss to

sensitive/critical data or information as identified by the user or other CDC representative, that employee,

and an altern ate, must have  been rated  at an appro priate Pub lic Trust Lev el (i.e., 5 or 6) c ommen surate with

the criticality of the system, the sensitivity of the data as determined by CDC and the individual’s degree of

unaudited  access.  

C.10 Government-Provided Training    

CDC will provide one three (3) hour general orientation to the Contractor's staff of CDC's computing

environment within 60 days of contract award.  The Contractor shall ensure attendance by all Contractor

staff dedicated to this contract.  CDC  may, at its option, videotape these sessions so  the Contractor can use

the videotape to provide the same orientation to subsequent staff.  The Contractor's staff shall attend CDC-

provided Security Training at CDC's discretion.

Certain Contractor staff shall “as required”  attend “Safety Survival Skills” a safety orientation.  Topics

include regu latory require ments, emp loyee and m anageme nt responsib ilities, general CD C safety

guidelines, em ergency resp onse, discus sion of labo ratory hazar ds, basic B iosafety, and ch emical safety. 

Some C ontractor e mployees  may also be  required to  attend a  Lab oratory Sa fety course wh ich covers b asic

laboratory safety guidelines.  This course is a requirement for persons who periodically work in or enter

CDC laboratories.  Additionally, there may be a requirement for some Contractor staff to be immunized.

Task orders may specify particular software tools, programming languages, databases, or system

environments that are required or will be encountered.  In addition to the contract personnel qualifications

requireme nts, the Contra ctor must pr ovide staff that is fully traine d in the software  and techno logy that is

specified on task orders.  If CDC implements new software or technology during this contract that is not

identified in this RFP, the Government may authorize the Contractor to acquire training billable as an other

direct cost wh en deem ed appr opriate and  cost effective b y the Gove rnment.  CD C expec ts a reasonab le

return-on-inve stment on this train ing expense  such that the C ontractor w ill make reaso nable efforts to  retain

the trained employee on the specified task or cross-train replacement staff at the Contractor’s expense.

C.11 Quality Assurance and Testing

CDC has Q A/QC Stand ards in place for on-line mainframe  applications, which will be provide d if a task

order is issued.  CDC also has programming standards which will be made available to the Contractor at

task order award.  No deviation from these standards shall be accepted without prior approval of the

Govern ment.

The Government shall review, test, and approve all Contractor-developed on-line mainframe applications

and systems prior to their implementation.  CDC shall also test all multiuser LAN systems for performance,

traffic load, etc.  The Contractor shall adhere to any client-server QA/QC, performance, and/or bench

marking standards as CDC may develop.

Failure to pass QA will require consultations with the Government and possible system modification before

implementation.

An example of CDC's mainframe database QA factors are: number of COMMANDS issued;  TOTAL I/O;

MAXIMUM  DURATION (the maximum time a command was selected from the Command Queue for

execution in a thread until it completed processing in that thread); MAXIMUM  ASSOCIAT OR I/O (the

maximum count of physical I/O operation to the ADABAS data storage).  Total I/O should not be greater
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than 100 .  Mean I/O  should no t be greater tha n 2.0 and  not less than 0.1 .  MAX IMU M DU RAT ION sho uld

not be greater than 3 seconds.  MAXIMUM ASSO I/O should not be greater than 25.  MAXIMUM DATA

I/O should not be greater than 10.

C.12 Electronic D ata Intercha nge (EDI)

At its discretion, CDC may use EDI or extensible markup language (XML) formatted documents to conduct

business transactions under this contract.  The Contractor shall accept such orders and have the necessary

equipment, software, and communications services to handle such orders.  The Contractor will receive

further specifications in the "Trading Partner Agreement" before EDI or XM L implementation.

C.13 Compliance With FIP Standards

All IT and telecom munications equipme nt, services, and related software acquired  under this contract must

conform to applicable Federal Information Processing Standards Publications (FIPS PUBS).  Under the

Information Technology Management Reform Act (Public Law 104-106), the Secretary of Commerce

approves standards and guidelines that are developed by the National Institute of Standards and Technology

(NIST) for Federal computer systems. These standards and guidelines are issued by NIST as Federal

Information Processing Standards (FIPS) for use government-wide. NIST develops FIPS when there are

compelling Federal government requirements such as for security and interoperability and there are no

acceptable industry standards or solutions.   For this contract, the FIPS PUBS identified in Section J.31 are

generally applicable.  FIPS PUBS, in addition to those identified in Section J.31, may apply to individual

task orders issued under this contract.  When additional FIPS PU BS do apply, they will be specified in the

task order.  F IPS Stan dards can  be found a t http://www.itl.nist.gov/fipspubs/.  In addition, NIST issues

special pub lications found  at http://csrc.nist.gov/publications/ which the Contractor shall comply with as

appropriate.

C.14 Personnel C lause

A.  The Co ntractor shall ex ercise its best effo rts in perform ing the require d services.  E xcept as sp ecifically

addressed in the contract and/or task orders, the Contractor agrees to perform work at a level no less than

generally reco gnized ind ustry professio nal standard s.  The Co ntractor agre es to emplo y and retain

competent, qualified personnel who shall perform services in a complete, prompt, accurate, courteous, and

efficient manner.  Employees must be able to perform the duties as outlined in the labor categories and

modifications, additions, revisions thereto as indicated in the contract.  Employees must possess good

interpersonal skills to insure that no justified complaints, in the judgement of the Co-Project Officer, are

received b y the Co-Pr oject Office r regarding  interaction with o rganizations ' personnel within  CDC. 

Contractor staff must meet the security requirements specified by the CDC, regarding identification and

access to the physical facility.  Background checks are required for employees and more extensive

backgro und chec ks may be re quired for e mployees  who have a ccess to spe cific types of sensitive  data

and/or critical systems.

B.  Much of the Contractor's personnel will perform work on-site at CDC involving substantial interaction

with a wide range of professional and support staff at CDC.  The Contractor's employees must adhere to the

Government Standards of Conduct, the nonsmoking policy at CDC and all other health, safety, parking and

other requirements when  performing work on  CDC facilities or visiting CDC  staff at CDC facilities.

C.  The resolution of staffing vacancies in a timely and effective manner is considered of paramount

importanc e for the succe ssful perform ance of this co ntract.  CDC  shall carefully mo nitor the Co ntractor’s

efforts in this area a nd shall duly no te on past pe rformance  reports the C ontractor’s a ttentiveness to this

important factor.  Any staffing vacancy that remains op en in excess of 30 days, or time p eriod otherwise

specified in issued task orders, shall be listed in the Contractor’s monthly report referenced in Section 
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C.17.A.  In addition, and in recognition that staffing for some positions may be more difficult than for

others, task orders issued against the contract may also address monetary incentives concerning staffing

requirements that are particular to the individual statement of work for each task order.”  See also Section

C.9.B.

C.15 Task Orders

A task order is a unit which supports work in a defined subject or application area, having one or more

deliverable product and/or service specifically identified in work orders describing the work issued under

the task order.   Task orders specify and authorize work to be accomplished by the Contractor to satisfy the

Government’s requirements.  They specify the scope of work, schedule for completion, technical

requirement, deliverable (products and/or services), performance standard, acceptance criteria for

deliverable, and the total price/cost of the work/service to be performed.  The government anticipates two

types of task orders being issued under the contract.  The type of task order will be determined through

discussions w ith the Tech nical Mo nitor, Proje ct Officer, Co ntractor, and  Contracting  Officer or d uly

authorized representative.  A d escription of each follows:

PRODUCT TASK ORDERS may be issued  to cover ind ividual pro jects with spec ified end de liverables. 

The period  of performance for these task o rders may cross contract p erformance period s.  Product Task

Orders shall include the SOW, including deliverables, delivery schedule, estimated effort in labor hours per

labor category, the associated cost ceiling, and the designated Technical Monitor.

For Product Task Orders which extend beyond the contract expiration, the contract shall govern the

Contractor's rights and obligations with respect to any task order to the same extent as if the task order were

completed during the contract's effective period; provided that the Contractor shall not be required to make

any deliveries under this contract after more than 90 days after expiration of the contract's effective period.

TERM TASK ORDERS  may be issued  for on-going  work wher e a specific en d produ ct is not identifiable . 

Term task orders shall include a Statement of Work describing the work, the estimated effort in labor hours

per labor category, the associated cost ceiling, and the designated Technical Monitor.  Term task orders

cannot cross contract pe rformance period s.

Each task order issued  will indicate all applicable IT security requirem ents.

Technical Monitors are officials of the organization requiring the work who are responsible for technical

oversight of the  work.  Te chnical M onitors may d esignate T echnical Co ntacts within their o rganizations  to

provide the Contractor with additional technical contact points for day-to-day technical guidance, problem

solving and liaison.  Neither Technical Monitors nor Technical Contacts are authorized to make any

changes to task orders or  waive any contract requireme nts.

C.16 Ordering

The Contractor shall provide services as specified in individual task orders.  The Government shall order

services under this contract by mea ns of task orders with specifically defined scop es, deliverable produc ts,

schedules, and security requirements.   The Contractor shall perform work under this contract only as

directed in task orders issued by an authorized Contracting Officer.  The Contractor shall furnish the

necessary p ersonnel, m aterial, services, a nd facilities, as req uired, to me et requirem ents of the task o rder. 

The time of issuance and amount of work in task orders cannot be accurately predicted and there is no

assurance of a steady stream of work.  The anticipated services require a diversity of skills suitable to a

variety of inform ation techno logy environ ments.  The  Contracto r must respo nd to and  perform a ssignments

with high quality services within a stringent time frame.  As may be required in individual task orders, the

Contractor shall maintain continuo us performance rega rdless of the absence of individua l performers.
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It is critical that every task order and associated work order issued by the Government under this contract

clearly and unambiguously state the nature and extent of the work to be done in the task through a Statement

of Work (SOW).  When the exact goal or approach involved is inherently unclear at the outset, the Co-

Project Officer may require the work to be divided among several tasks in sequence each aimed at allowing

a clear and  unambigu ous orde r for the subse quent wor k.  

A. SOW  Critical Elements

The critical elements in a SOW are the specification of the following:

(1) who the users are and how they will be connected to the system

(2) all necessary information inputs involved

(3) all data elements and structures that must be maintained

(4) all desired info rmation ou tputs

(5) all processes, transformations of data and user functionality desired

(6) all access co ntrol or secu rity requireme nts

(7) all additional Government standards that are applicable beyond those specified in this contract

(8) any anticipated travel

None of these elements may be presumed to "fall out of the work done in a task order."  They must be either

specified in the task or be explicitly developed as a part of the task.

Term task orders are required to have stated objectives, technical scope and location of work.  Most of the

questions (a) through (h) abo ve apply to term task orde rs as well as to product task orde rs.

B. Contractor Task Order Review

To ensu re clear and  unambigu ous task ord ers, the Con tractor shall rev iew each task  SOW  and shall sub mit

an affirmative statement to the Co-Project Officer and  Contracting Officer’s designated representative

signed by the  Program  Manag er, or a duly au thorized re presentative  of the Contra ctor, stating that:

(1) the task order appea rs to be complete and  is clear and unambiguo us;

(2) an accurate estimate of the resource and time requirements can be made;

(3) the method s specified are  approp riate, not in violatio n of CDC  Client Serve r Standard s, and within

the capabilities of the Contractor; and

(4) the security req uirements are  clear and a re, to the best un derstandin g of the Con tractor, in

compliance with the requirements of the DHHS Automated Information Systems Security Program

(AISSP) Handbo ok and/or applicable CDC security policies; and

(5) the Contractor knows of no substantial duplication of requirements or effort between the SOW and

other SOWs submitted or undertaken.



Page 23 of  25

If the Contractor cannot make such an affirmative statement, the Contractor will notify the Contracting

Officer or duly authorized representative in writing of any issues needing clarification.  Under no

circumstances may work be done on a task order for which this affirmative statement has not been

submitted.

C.17 Reporting Requ irements

A. Monthly R eports

The Co ntractor shall d eliver the repo rts specified b elow, and su ch other rep orts as may b e specified in

individual task  orders, within th e time frames s pecified.  T he Contra ctor shall pro vide two co pies of a

monthly written narrative to the Project Officers and one copy to the Contracting Officer before the 15th of

the following month, summarizing the number and type of activities as outlined below.   (A concurrent

electronic co py shall also be  submitted to  each.)  Th e Gove rnment ma y require the su bmission o f monthly

reports electronically to the Contracting Officer, Co-Project Officers, and Technical Monitors.  Any such

reports will be submitted in WordPerfect format (at the version level specified in the CDC Microcomputer

Standard s) via e-mail.  If rep orts require  spreadshe et attachmen ts, such spread sheets will be p rovided  in

Excel form at (at the version  levels specified  in the CDC  Microc omputer  Standard s).  The Co ntractor shall

submit to the Project Officer and the Contracting Officer a monthly summary report including, but not

limited to, the following:

• All travel costs, including details of trip destinations, applicable task, and p urpose of trips.

• All Other Direct Costs, with details of items purchased and applicable task order.

• A summary listing of the status of all task orders indicating percent of period of performance

elapsed and percent of funding used on each task order; total task order funding; and percent of

total level of effort provided for that contract period.

• Majo r or recurring  problem  areas seen in C DC’s env ironment.

• Summary of any other ge neral operational or ma nagement prob lem areas and recom mendations.

• Number of Contractor employees who attended either CDC-sponsored or outside training each

month including the date attended and course/topic covered.

• Number of unfilled vacancies beyond 30 days as indicated in C.14 “Personnel Clause”.

• All employees listing by name, work lo cation, employer, and assigned  task order (identify those

employees working on-site at CDC’s facilities).

• Separate listing of employees who have resigned or been terminated or removed.  Indicate the

disposition of files (transferred to another employee or government representative, archived,

destroyed, etc.) for these individuals.

The Contractor shall also submit individual monthly reports providing details on each Task Order

concernin g the current sta tus of each o ngoing pro ject.  The re ports shall be  narrative in form  and shall

include a summary of progress toward completion of each Task Order, problems encountered to date,

including the Contractor's assessment of specific impact of such problems on estimated costs and scheduled

date of completion, and any Contractor recommendations.  In addition, the reports shall include the

following information on each project (including modifications) for the current reporting period and

cumulative reports for the time from commencement of the project through the current reporting period:
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(1) Labor ho urs and do llars expend ed on eac h project fo r the present re porting pe riod and ye ar to date

by labor category, i.e., Program Manager, Computer Programmer III, etc.

(2) Other dire ct cost items an d associate d costs that we re authorize d, e.g. software  acquisition, trav el.

(3) Beginning dates for projects scheduled.

(4) Anticipated comp letion date for projects.

A copy of all monthly reports will be provided to the Contracting Officer and the Co-Project Officers, as

well as to the applicable Technical Monitor for each task order.  Monthly reports shall be submitted no later

than the fifteenth (15th) day of each month (or first working day thereafter).

B. Online Project Management Reporting System

The Contractor shall provide an online project management reporting system for the full and open

competition and a project management reporting system using COTS for the small business set-aside

compe tition accessib le to the Con tracting Officer , Co-Pro ject Officers, a nd Tec hnical Mo nitors as need ed.   

Along with so me informa tion already sp ecified for the h ard cop y reports, these  reporting syste ms will

contain data with respect to progress toward task milestones, management problems identified, corrective

actions taken, staffing changes, delays for staff identification, hiring and deployment, funding of the task,

funding status, monthly costs incurred to date, etc.  Secu rity by CDC userid will be ap plied to access by task

order, CI O, etc.  In ad dressing the c apability to me et the forego ing requirem ents, the offeror  is expected  to

identify an architectural approach and existing systems that would perform or comprise the baseline for

developing such a system.  If development is required, the approach for the development, modification, and

implementation should be discussed with CDC.  The offeror should provide estimates of the time required

and major milestone s involved for these reporting systems.

C. Quarterly Training Schedule 

Within the first 30 days of each quarter, the Contractor shall submit for Project Officer approval a training

schedule to  project an ticipated em ployee trainin g during the up coming p eriod.  On e copy of this re port shall

also be provided to the Contracting Officer.

D. Employee listing

Monthly report, as required by contract Sections C.17.A and H.21(f), to be delivered before the 10th of each

month, two copies to the Project Officers and one copy to the Contracting Officer.  Electronic transmission

of these reports is preferred and may be furnished in lieu of hard copy reports.  In addition to the

information required by Sections C.17 and H.21 (name, work location, employer) for all employees

working on-site at CDC facilities, the report should also identify, task order assignment, CDC Technical

Monito r, Contracto r Task M anager, lab or catego ry, and date a ssigned to the  contract.   

E. Automated Information Systems Security Plan

The Contractor is required to develop a security plan (s) for information technology, system(s) covering IT,

support systems such as contractor-owned computer center(s), networks and information systems that:  (1)

are directly connected to CDC’s network, (2) process CDC data or information, or (3) maintain or store

CDC records used in the conduct of this contract.  This plan, addressed in detail in the NIST Special

Publicatio n 800-18  (see: http://csrc.nist.gov/publications/nistpubs/index.html is required to  be delivere d to

the Gove rnment within 9 0 days of co ntract award  to reflect imple mentation o f all necessary sec urity

safeguards.  The CDC Information Systems  Security Officer (ISSO) has a model security plan which can
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be used, if another compliant version is not already in existence. One copy of this report shall be delivered

to the CDC Information Systems Security Officer, two copies to the Project Officers and one copy to the

Contracting Officer.

F. Transition Plan

The Co ntractor shall p rovide, two  copies to the  Project O fficers and on e copy to the  Contracting  Officer, a

written transition/start up plan within three calendar days after contract awa rd.  This docum ent shall address

the Contra ctor’s plan to a ssume full con tract perform ance within the 9 0 calenda r days transition/p hase-in

period, including issues of staffing, facility build-out, equipment, software, space, inventory of any

Government-furnished property, and the escalation plan for resolving potential problems during this period.

G. Contractor Quality Control Plan

The Contractor shall develop a Quality Control (QC) Plan, which sets forth in detail the management and

quality control actions the Contractor will put into place to ensure performance in compliance with contract

requireme nts.  The Q C Plan sha ll be submitted  for Gove rnment ap proval within  the first 30 calen dar days

following co ntract award .  At a minimum , the Plan’s co ntent shall add ress who within  the Contrac tor’s

organization has oversight and reporting responsibility for quality initiatives, when and how quality reviews

are to be performed and a procedure for escalation and resolution of any identified quality problems.  The

Contracto r shall update  the QC P lan as necessa ry or as instructed  by the Go vernment to  ensure that it

remains current and is capa ble of producing the d esired quality results.

H.  Quarterly Customer Surveys

The contractor shall provide, two copies to the Project Officers and one copy to the Contracting Officer,

results of the quarterly customer satisfaction reviews within 7 business days of completion.  Such reviews

are to be conducted and completed during the first month of each quarter.

I.  Bi-Annual Status Briefings

The contractor shall provide, two copies to the Project Officers and one copy to the Contracting Officer,

synopsis of the information discussed in the meeting, to include identifying follow-up action items, within 2

business days after the briefing.


